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Our results

2

We extend three weakened random oracle models 

to capture the chosen prefix attack and its variants.

We analyze the security of signature schemes

under the chosen prefix collision attack its

variants for a hash function.



Background

3

A hash function is used to construct cryptographic schemes.
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A hash function is used to construct cryptographic schemes.
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Random oracle model (ROM)
Bellare, Rogaway (CCS’93)
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Random oracle model (ROM)

RO#
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When we implement a cryptographic scheme, 
the random oracle is replaced by a hash function. 



Digital signature scheme
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RSA-FDH (Digital signature scheme)
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RSA-FDH	is	EUF-CMA	secure
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RSA-FDH
Sign(,- = /,1)

RSA-FDH	is	EUF-CMA	secure
in	ROM.

signature	(1, 3)

collision 1,14 satisfying
ℎ 1 = ℎ(1′)

valid forgery (14, 3)

RSA-FDH (Digital signature scheme)
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Weakened random oracle model (WROM)
Liskov (SAC’06)
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Weakened random oracle model (WROM)

RO#

additional 
oracle 

In WROMs, each model has the additional oracle that 
breaks the specific property of a hash function.



Properties of a hash function ℎ
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Additional oracles in WROMs
Numayama, Isshiki, Tanaka (PKC’08)
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Additional oracles in WROMs
Numayama, Isshiki, Tanaka (PKC’08)
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It uniformly  outputs a
collision !, !# .

CT()CT-ROM



Additional oracles in WROMs
Numayama, Isshiki, Tanaka (PKC’08)
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It uniformly  outputs a
collision !, !# .
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Additional oracles in WROMs
Numayama, Isshiki, Tanaka (PKC’08)
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It uniformly  outputs !′
such that ℎ ! = ℎ(!′) .

SPT(!)SPT-ROM

It uniformly  outputs a
collision !, !( .
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Additional oracles in WROMs
Numayama, Isshiki, Tanaka (PKC’08)
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It uniformly  outputs !′
such that ℎ ! = ℎ(!′) .
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Additional oracles in WROMs
Numayama, Isshiki, Tanaka (PKC’08)
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It uniformly  outputs a
collision !, !# .

It uniformly  outputs !′
such that ℎ ! = ℎ(!′) .
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It uniformly outputs !
such that ) = ℎ(!). 
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EUF-CMA security of signature schemes in WROMs 
Numayama, Isshiki, Tanaka (PKC’08)
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Models become weaker as it goes right. 

ROM CT-ROM SPT-ROM FPT-ROM
RSA-
FDH ✓ × × ×

RSA-
PFDH ✓ ✓ × ×

RSA-
PFDH) ✓ ✓ ✓ ×

RSA-
PFDH⊕ ✓ ✓ ✓ ✓



The chosen prefix collision attack
Stevens, Lenstra, and de Weger (EUROCRYPT’07)
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In this attack, an adversary decide a pair (!, !′) of 
prefixes beforehand and find a collision(!| ", !* |"′).

The chosen prefix collision attack is used to attack 
against MD5.

The chosen prefix collision attack



Generalized FPT-ROM (GFPT-ROM)
Tan，Wong (ACISP’12) 
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!（output）
ℎ

#(input)$ (input)

GFPT-ROM

We can choose the part of the prefix for a preimage.

Given an input (#, $), it uniformly returns 
0 = !||$ such that ℎ(!| $ = #. 

GFPT	oracle



Generalized FPT-ROM (GFPT-ROM)
Tan，Wong (ACISP’12) 
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secure in 
GFPT-ROM?

secure against the 
chosen prefix 
collision attack

?

Yes

No

To analyze a security of signature schemes for the chosen 
prefix collision attack, we need new WROMs.

Signature scheme 



Our results
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We extend three weakened random oracle models 

to capture the chosen prefix attack and its variants.

We analyze the security of signature schemes

under the chosen prefix collision attack and its

variants for a hash function.
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22

FPT-ROM
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SPT-ROM
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CP-CT-ROM

CP-FPT-ROM (GFPT-ROM)

CP-SPT-ROM

Chosen prefix versions: Our new model
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FPT-ROM

CT-ROM

SPT-ROM

common-CP-CT-ROM

CP-CT-ROM

CP-FPT-ROM (GFPT-ROM)

CP-SPT-ROM

Chosen prefix versions: Our new model



Our results
CP-CT-ROM and CP-SPT-ROM
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CP-CT-ROM
ℎ

ℎ

)（output） *(input)

)′（output） *′(input)
,

CP-SPT-ROM ℎ

ℎ

.(input)

)′（output） *′(input)
,

It uniformly outputs 

a collision such that
)| *,)1 |*′ .

It uniformly outputs 
)1||*′ such that 
ℎ . = ℎ()1||*’).

CP-CT(*, *′)

CP-SPT(., *′)



Our results
EUF-CMA security of signature schemes in WROMs 
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ROM CP-CT-
ROM

CP-SPT-
ROM

CP-FPT-
ROM

RSA-
FDH ✓ × × ×

RSA-
PFDH ✓ ✓ × ×

RSA-
PFDH⊕ ✓ ✓ × ×

RSA-
FDH* ✓ ✓ ✓ ✓

Chosen prefix collision attack



Technique for simulating in ROM
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Reduction 
algorithm

Computational 
problem

Solution

Adversary for
cryptographic 
scheme⋮

⋮

"



Technique for simulating in ROM
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X Y
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Table T Hash values

Reduction algorithm

Random oracle
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" = ℎ(!)
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Technique for simulating WROMs
in CT-ROM, SPT-ROM, FPT-ROM
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X Y
" #
⋮ ⋮

Y N
# %
⋮ ⋮

Table T

Table L
The number 
of preimages 

Hash values

Reduction algorithm RO queries
"

# = ℎ(")
additional 

oracle 
queries

Depend on the number 
of preimages.



Technique for simulating WROMs
in CP-CT-ROM, CP-SPT-ROM, CP-FPT-ROM
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!

Table T

Table L
The number 
of preimages 

Hash values

Reduction algorithm RO queries
"

# = ℎ(")
additional 

oracle 
queries

Depend on the number 
of preimages and prefixes.
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Future works
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There are practical signature schemes that 

have not been analyzed in WROMs.

We want to analyze more signature schemes 

in WROMs.  (RSA-PSS, Shnorr signarure)



Appendix: RSA problem (", $, %)
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', ( ∶ * – bits primes

" = '(, ,(") = (' − 1)(( − 1)
$ ⟵0 12(3), 4$ = 1 564
% ⟵0 13∗

Given an instance (", $, %),
compute  %8/:.



Appendix: RSA-FDH, RSA-PFDH
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! "

RSA-FDH Sign(./ = 1,!) RSA-PFDH Sign(./,!)

!

ℎ

Return 6 = 7

ℎ

8

7 = 89 !:1 ;

Return 6 = (7, ")

8

7 = 89 !:1 ;



Appendix: RSA-PFDH"
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RSA-PFDH" Sign(.,0)

Return 2 = (4, 5)

ℎ

0

4 = 78 09. :

5

7

;
<



Appendix: RSA-PFDH⊕
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RSA-PFDH⊕ Sign(.,0)

Return 2 = (4, 5)
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4 = 78 09. :
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Appendix: RSA-FDH!
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RSA-FDH! Sign(-,/)

Return 1 = 3

ℎ
/

5

6

7 ×

9

3 = 9: /;- <

Operation × represents
the multiplication over 
the group Z>∗ .


