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AMEIIZRH . p=2" -1

A, B € {0,1}"

Mz A+B, i AXBERDIIIEDHD.
A+ B = seq(int(A) + int(B) mod p)

A B = seq(int(A4) - int(B) mod p)
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Ham(A + B) < Ham(A) + Ham(B)
Ham(A-B) < Ham(A) X Ham(B)

Ham(—A) <n—Ham(A) (A+ 0")
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Mersenne Low Hamming Ratio Assumption
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Mersenne Low Hamming Combination Assumption
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KeyGen

Enc

Dec
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— m or L1

vm € M, V(pk,sk) < KeyGen(1%) [C*tL,

Dec(sk, Enc(pk,m)) = m
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Semantically security (IND-CPA)

— Challenger
(pk, sk) « KeyGen(11)

b <% {0,1)
C, < Enc(pk,my)

b=D>b"7?

—

- Adversary
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pp = A p=2"—1,h)

- KeyGen(pp)

* Choose n bits strings F, G s.t
Ham(F) = Ham(G) = h

o int(F) -
- pk :=H = seq e Q)] sk =G

Return (pk, sk)




1EY M AYE— AJPS A\ BREREEE A

— Enc(pk = H, b)
Choose n bits strings A, B s.t

Ham(4) =Ham(B) = h
Return C := (—1)?(4 - H + B)

— Dec(sk =G, ()
ComputeC -G = (—-1)?(A-F+B-G)

If Hom(C - G) < 2h?, returnl

If Hoam(C - G) = n — 2h?, returnO
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int(F)
int(G))

EAE (b=00EF) H=Seq(

C-G=(A-H+B)-G=(A-F+B-G)
Ham(C -G) < Ham(A-F) + Ham(B - G)
< Ham(A4) X Ham(F)
+Ham(B) X Ham(G) < 2h?

Ham(A + B) < Ham(A) + Ham(B)
Ham(A - B) < Ham(A) x Ham(B)




1EY rAYE— AJPS DIE i

int(F)
int(G))

EL4E (b=1M&E) H-= Seq(

C-G=—(A-F+B-G)
Ham(C-G) =n—Ham(A-F + B - G)

> n — 2h?

Ham(—A) <n—Ham(A) (A=+ 0")
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Ham(C - G)
b=0NDEE b=1DEE

0 2h? n — 2h?

IEHMH%E, 4h% < n DEFCANILD.
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Mersenne Low Hamming Ratio Assumption D aD3IL D
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— Mersenne Low Hamming Ratio Assumption

int(A))

R and seq (int(B)
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TIE& % (Error Correcting Code )
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pp = A p=2"—1,h)

- KeyGen(pp)
* Choose n bits strings F, G s.t

Ham(F) = Ham(G) = h
* Choose n bits string R
- pk=(R,T)=(R,F-R+G), sk=F
Return (pk, sk)
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E: error correcting encoding algorithm

- Enc(pk = (R, T),m)

Choose n bits strings A, B;, B, s.t
Ham(A) = Ham(B;) = Ham(B,) = h

C; =A-R+ B,

C,=(A-T+ B, ®E(m)

Return C := (€4, C,)
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D: error correcting decoding algorithm

- Dec(sk = F, ()

Parse C as (C4,C,)
Compute m :=D((F - C;) & C,)

Return m
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Mersenne Low Hamming Combination Assumption
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