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Aggregate Signature
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Types of Aggregate Signature

* Full aggregate signature [BGLSO03]

e Sequential aggregate signature (SegAS)
[LMRSO04]

* Synchronized aggregate signature (SyncAS)
[GRO6,AGH10]

etc...



Full Aggregate Signature [BGLS03]
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Sequential Aggregate Signature (SegAS)
[LMRS04]
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Synchronized Aggregate Signature (SyncAS)
[GR06,AGH10]
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Synchronized Aggregate Signature (SyncAS)
[GR06,AGH10]
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Syntax of SyncAS [AGH 10]

Signer 1 Signern

Setup(14,17) - pp pk4 ’ . x pkn
Skl Sk‘l’l
KeyGen(pp) — (pk, sk)

oo
Sign(sk,t,m) »> o L --- cos -.
Verify(pk,m,0) - O or 1 . [ ]
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EUF-CMA Security for SyncAS

in the Certified-Key Model [AGH 10]

- Challenger

- Adversary -




EUF-CMA Security for SyncAS
in the Certified-Key Model [AGH 10]

- Challenger - Adversary -

pp « Setup(14,17) (pp, PK") .
(pk*,sk™) < KeyGen(pp)

teer <1




EUF-CMA Security for SyncAS
in the Certified-Key Model [AGH 10]

- Challenger ) - Adversary -
pp — Setup(12,17) (pp, Pk”)
(pk*, sk™) « KeyGen(pp)
teer <1

(pk, sk) Cort
er
L« LU {pk} ﬂ o
accept or reject




EUF-CMA Security for SyncAS
in the Certified-Key Model [AGH 10]

- Challenger o - Adversary -
pp « Setup(14,17) (PP, PK) |
(pk*,sk™) < KeyGen(pp)

tCtT‘ <1 (pk Sk)
’ Cert
L LU k) n—
accept or reject
o « Sign(sk*, t.r, m) m or skip Signing
Copr < Copr + 1 :o'é; query




EUF-CMA Security for SyncAS

in the Certified-Key Model [AGH 10]

- Adversary -

- Challenger

(pk*,sk™) < KeyGen(pp)

teer <1

L « LU {pk}

pp « Setup(14,17) (pp, PK") .

(pk, sk)

accept or reject

o « Sign(sk*, t.r, m) m or skip
o et 41 ‘;@;

((pk1’ ...’pki — pk*’ coo ’pkn)’
(ml, ...,ml.’ ...,mn)’ Z)

)

S ——

Cert
query
Signing

query




EUF-CMA Security for SyncAS
in the Certified-Key Model [AGH 10]

The adversary wins if:

1 ((Pkl,m,pki = pk*, -+, pky),

(ml»"':mi;“’;mn),Z) ) is valid.

2. Never queried m; for the signing oracle.

3. All keys (pk4, -+, pk,,) are registered.



SyncAS Based on Bilinear Group

Scheme  Assumption pk Agg sig Agg Ver

size size (in parinig)
GRO6 CDH + ROM ID 3 3
AGH10 |CDH 1 3 k+3
AGH10 |CDH + ROM 1 2 4
LL\;lB OT-LRSW + ROM 1 2 3

]
Most efficient

scheme



SyncAS Based on Bilinear Group

Scheme  Assumption pk Agg sig Agg Ver

size size (in parinig)
GRO6 CDH + ROM ID 3 3
AGH10 |CDH 1 3 k+3
AGH10 |CDH + ROM 1 2 4
LLY13 [OT—LRSW]+ ROM | 1 2 3

I\/Iost efficient \ . .
@ Interactive assumption !
scheme



Non-Interactive Assumption
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Interactive Assumption

Instance

Oracle Adversary
O(+)

Example Solution

LRSW [LRSW99], PS [PS16] etc...

\, J




(OT-)LRSW Assumption [LRSW99]

Instance (p,G,Gr,e, g, X =g*,Y = g7)

'

Oracle Adversary
Ox,y ()

(a;, a;”, a;* M)
a; < G ¢

Solution (M, a,b,c)
M ¢{M}M€eZ,a €Gb=a’,c=a"MV



Scheme

Our Contribution

Assumption

pk Agg Agg Ver

size sig size (parinig)

GRO6 CDH + ROM ID 3 3
AGH10 CDH 1 3 k+3
AGH10 CDH + ROM 1 2 4
LLY13 [OT-LRSW|+ROM | 1 | 2 3
LLY13 [Mb ROM Non-interactive
(New Proof) i = @ and static

assumption !




Security proof for LLY SyncAS
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—>
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EUF-CMA




Security proof for LLY SyncAS
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Our Contribution

1-MSDH-2 | [PS18] | Modified
assumption — CL Sig [PS18]
[PS18] OT-EUF-CMA
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@ q-MSDH-2 Assumption [PS18]

i i14+1
Instance (p, G,Gr,e, g, {gx ’ gb.x }i=1 ,ga,gabx)
If we fixq =1,

Adversary | we can regard 1-MSDH-2
as a static assumption.
I

Solution (w, P, hx+w, hx P())

w #= 0,deg(P) < g,
X + w and P(X) are relative prime.




(@ Modified CL Signature (MCL Sig) [PS18]

pp = (p,G,Gr, e)

KeyGen(pp) Verify(pk, m, o)
sk = (x,y,2) « Zp3 e(A4,Y) =e(B,g)?
g <G X < g%, e(A4,Z) =e(C,g) "
Y « gy’Z «— gz e(C, Y) = B(D,g) ?

pk = (9,X,Y,Z) e(AB™D™,X) = e(E, g) ?

Sign(sk,m € Z,)
m' < Z, A< G, B« AY
C < A% D« (C’,E « Axpmxpm'x
g < (m' A B,C,D,E)



(2 Modified CL Signature (MCL Sig) [PS18]

Theorem [PS18]

If the g-MSDH-2 assumption holds,
the modified CL signature is EUF-CMA secure.
(g is a bound on the number of signing queries. )

We only use

If the 1-MSDH-2 assumption holds,
the modified CL signature is OT-EUF-CMA secure.




3 LLY SyncAS [LLY13]

pp = (p,G,Gr, e, g, Hy, Hy, H3)
Public key and Secret key
sk; = x; « Z,, pki=X; < g™

Signature on a message m € Z,, in time period t

By < Hy ()"t Hy () m0%, 0 < ()

Aggregate signature

E « [Ty By = [Tiey Hi(©)0 - Hy (2)Ha(tmox
X « (E,t)



@) Overview of Our Security Proof

- Challenger - _ Simulator ___ - Adversary ,
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@) Overview of Our Security Proof

- Challenger - _ Simulator ___ - Adversary ,
pk
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@) Overview of Our Security Proof

- Challenger - I - Simulator ___ (pp, pk*) [ Adversary
(MCL) P m « 7 (SyncAS)
> p >

m
—
—> 1 %; cert
(m',A, B, ' query

Program hash
C,D,E ’ ,
) AD™ « Hy (t) # Hash
B « Hy(t"), query
m' « H3 (t’, mk)
Signing
query

]




@ Conversion from MCL Sig to LLY SyncAS

MCL signature
o; < (mi', Ay, By « AL Cp < AL Dy < G,
Ei «— AixiDimi'xiBimixi)
I. Force signers to use same m;’, A;, B;, C;, D;.

n n
5 . (m,,A, BenE=] 5= H((ADm,)xiBmixi),t>
=1

=1

l [I. Change AD™ to H,(t), B to H,(t),
m; to H;(t, m;).

n n
S (E = HEi = HHl (£)*iH, (t)Hstmixi t)
=1 =1
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Appendix: Modified CL Signature

pp = (p,G,Gr,e)

KeyGen(pp) Verify(pk, m, o)

sk =(xy, 2) < Z, e(A,Y) =e(B,g)?

g« G ,X < g”*, e(4,2) =e(C,9)?

Y « g7, Z « g* e(C,Y)=e(D,9)?

pk = (9,X,Y, Z) e(AB™D™,X) =e(E,g)?
Sign(sk, m)

m' < Z,, A< G",B < AY
C« A% D « CY, E « AXBmxpm'x
o « (m', A B,C,D,E)



